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EHS Insight Security Overview 
Our Com pany and  Product 
EHS Insigh t is the  world ’s lead ing Environm enta l, Hea lth  and  Safe ty so lu tion  p la tform . Since  
2009, Sta rTex Software  has been  on  a  m ission  to  m ake  the  world  a  sa fe r p lace  to  live  and  
work. Today, hundreds of thousands of use rs in  m ore  than  45 countrie s use  our software , 
se rvices, and  support to  transform  the  way they m anage , pe rform , and  im prove . Our EHS 
software , EHS Insigh t, is ranked  # 1 by Ge tApp, Capte rra , and  G2Crowd. 

The  EHS Insigh t p la tform  includes Aspects and  Im pacts, Audit Managem ent, Corrective  
Actions, Chem ica l Inventory, Cla im s Managem ent, Com pliance  Tasks, Hazard  and  Risk, 
Hea lth  Encounte r, Inciden t Managem ent, Industria l Hygiene , Job  Safe ty Analysis, Journey 
Managem ent, Lessons Learned , Man-hours, Managem ent of Change , Objectives, 
Onboard ing, Pe rform ance  Managem ent, Pe rm itted  Work, Qua lity Managem ent, Safe ty Drill, 
Safe ty Mee tings, SDS Managem ent, Skills Managem ent, Susta inab ility, Tra in ing 
Managem ent, Vendor Managem ent, Waste  Managem ent, and  Work Obse rva tions. 

Our custom ers can  configure  the ir p re fe rred  solu tion  by subscrib ing to  various m odules.  

EHS Insigh t Security and  Risk Governance  
EHS Insigh t’s p rim ary security focus is to  sa feguard  our custom ers’ and  use rs’ da ta . This is 
the  reason  tha t we  have  invested  in  the  appropria te  re sources and  contro ls to  protect and  
se rvice  our custom ers. This investm ent includes the  im plem enta tion  of a  robust 
In form ation  Security Managem ent System  tha t conform s to  and  has been  ce rtified  to  be  
com plian t with  ISO 27001:2013. 

We  a re  focused  on  de fin ing new and  re fin ing existing con tro ls, im plem enting and  
m anaging the  EHS Insigh t security fram ework as we ll a s p rovid ing a  support structure  to  
facilita te  e ffective  risk m anagem ent.  

Our Security and  Risk Managem ent Objectives 
We have  deve loped  our security fram ework using best p ractices in  the  SaaS industry. Our 
key ob jectives include : 

• Custom er Trust and  Protection  – consisten tly de live r supe rior p roduct and  se rvice  to  
our custom ers while  p rotecting the  privacy and  confiden tia lity of the ir in form ation . 
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• Availab ility and  Continu ity of Se rvice  – ensure  ongoing ava ilab ility of the  se rvice  and  
da ta  to  a ll au thorized  ind ividua ls and  proactive ly m in im ize  the  security risks 
th rea ten ing se rvice  continu ity. 

• Inform ation  and  Se rvice  In tegrity – ensure  tha t custom er in form ation  is neve r 
corrup ted  or a lte red  inappropria te ly. 

• Com pliance  with  Standards – im plem ent p rocess and  con tro ls to  a lign  with  curren t 
in te rna tiona l regula tory and  industry best p ractice  gu idance .  

We  have  designed  our security p rogram  around  best-of-breed  gu ide lines for cloud  security. 
In  particu la r, we  leve rage  standards like  ISO 27001:2013, ISO 27017:2015, and  NIST SP 800-
53. We  a lso  a lign  our p ractices with  those  de fined  in  OWASP, COBIT, and  Cloud  Security 
Alliance  CCM. 

EHS Insigh t Security Controls 
In  orde r to  ensure  we  protect da ta  en trusted  to  us, we  im plem ented  an  a rray of security 
contro ls. Our security contro ls a re  designed  to  a llow for a  h igh  leve l of em ployee  e fficiency 
without a rtificia l roadb locks, wh ile  m in im izing risk. The  fo llowing sections describe  a  subse t 
of con tro ls. For m ore  in form ation , visit h ttps:/ /www.ehsinsigh t.com /conten t/ehs-
m anagem ent-software /cloud-security. 

EHS Insigh t Product In frastructure  
Data  Cen te r Security 
EHS Insigh t ou tsources hosting of its p roduct in frastructure  to  lead ing cloud  in frastructure  
provide rs. We  leve rage  Am azon Web Se rvices (AWS) for in frastructure  hosting and  Google  
Cloud  Pla tform  (GCP) as a  backup  host. These  solu tions p rovide  h igh  leve ls of physica l and  
ne twork security and  we ll as hosting provide r vendor d ive rsity. Our prim ary AWS cloud  
se rve r instances and  GCP cloud  instances re side  in  US loca tions. Both  provide rs m ain ta in  
an  audited  security p rogram , includ ing SOC 2 and  ISO 27001 com pliance . EHS Insigh t does 
not host any product system s with in  its corpora te  offices. Beginn ing in  2022 we  offe r EU 
hosting se rvice . For custom ers se lecting th is se rvice , a ll da ta  will be  hosted  in  Ire land . 

These  world-class in frastructure  provide rs leve rage  the  m ost advanced  facilitie s 
in frastructu re  such  as power, ne tworking, and  security. Facilitie s up tim e  is guaran teed  
be tween  99.95% and  100%, and  the  facilitie s ensure  a  m in im um  of N+1 redundancy to  a ll 
power, ne twork, and  HVAC se rvices. Access to  these  provide rs’ site s is h igh ly re stricted  to  
both  physica l access as we ll a s e lectron ic access th rough  public (in te rne t) and  priva te  
(in trane t) ne tworks in  orde r to  e lim ina te  any unwanted  in te rrup tions in  our se rvice  to  our 
custom ers. 

https://www.ehsinsight.com/content/ehs-management-software/cloud-security
https://www.ehsinsight.com/content/ehs-management-software/cloud-security
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The  physica l, environm enta l, and  in frastructu re  security p rotections, includ ing continu ity 
and  recovery p lans, have  been  independently va lida ted  as part of the ir SOC 2 Type  II and  
ISO 27001 ce rtifica tions. Certifica te s a re  ava ilab le  a t the  AWS com pliance  site  and  Google  
Cloud  Pla tform  security site . 

Ne twork Security and  Perim eter Protection  
The  EHS Insigh t p roduct in frastructure  is bu ilt with  in te rne t-sca le  security p rotections in  
m ind . In  pa rticu la r, ne twork security p rotections a re  designed  to  prevent unauthorized  
ne twork access to  and  with in  the  in te rna l p roduct in fra structure . These  security contro ls 
include  en te rprise -grade  rou ting and  ne twork access contro l lists (firewalling). 

Ne twork-leve l access contro l lists a re  im plem ented  in  AWS Virtua l Priva te  Cloud  (VPC) 
security groups or GCP firewall ru le s, which  applie s port- and  address-leve l p rotections to  
each  of the  se rve r instances in  the  in frastructu re . These  firewalling technologies deny 
un in tended  tra ffic by de fau lt, and  a ll ne twork tra ffic is logged  and  used  to  in form  our 
m onitoring system s (m ore  about tha t in  Ale rting and  Monitoring be low). These  ne twork 
access ru le s a llow for fine ly gra ined  contro l of ne twork tra ffic from  a  pub lic ne twork as we ll 
a s be tween  se rve r instances on  the  in te rior of the  in frastructure . With in  the  in frastructure , 
in te rna l ne twork re strictions a llow a  m any-tie red  approach  to  ensuring on ly the  
appropria te  types of devices can  com m unica te . 

Changes in  the  ne twork security m ode l a re  active ly m onitored  and  contro lled  by standard  
change  con tro l p rocesses. All existing ru le s and  changes a re  eva lua ted  for security risk and  
cap tured  appropria te ly. 

Configura tion  Managem ent 
Autom ation  drives our ab ility to  sca le  with  our custom ers’ needs. The  product 
in frastructu re  is a  h igh ly au tom ated  environm ent tha t flexib ly expands capacity and  
capability a s needed . Se rve r instances a re  fu lly tem pla ted  and  configura tion  m anagem ent 
is fu lly au tom ated , m eaning tha t any se rve r’s configura tion  is tigh tly contro lled  from  
crea tion  th rough  deprovision ing. 

Changes to  the  configura tion  and  standard  im ages a re  m anaged  th rough  a  contro lled  
change  m anagem ent p rocess. Each  com ponent is base d  on  a  hardened  configura tion . 
Pa tch  m anagem ent and  configura tion  contro l is typ ica lly hand led  by rem oving se rve r 
instances tha t a re  no  longer com plian t with  the  expected  base line  and  provision ing a  
rep lacem ent instance  in  its p lace . Rigorous and  au tom ated  configura tion  m anagem ent is 
baked  in to  our day-to-day in fra structure  processing. 

https://aws.amazon.com/compliance/
https://cloud.google.com/security/compliance
https://cloud.google.com/security/compliance
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Ale rting and  Monitoring 
Not on ly do we  fu lly au tom ate  our bu ild  procedures, we  invest heavily in  au tom ated  
m onitoring, a le rting and  re sponse  technologies to  continuously address poten tia l issue s. 
The  EHS Insigh t p roduct in frastructure  is in strum ented  to  a le rt enginee rs and  
adm inistra tors when  anom alie s occur. Th is includes e rror ra te s, abuse  scenarios, 
app lica tion  a ttacks, and  o the r anom alie s trigge r au tom atic re sponses and  a le rts to  the  
appropria te  team s for re sponse , investiga tion , and  correction . As unexpected  or m alicious 
activitie s occur, system s bring in  the  righ t people  to  ensure  tha t the  issue  is rap id ly 
addressed . 

Many au tom ated  trigge rs a re  a lso  designed  in to  the  system  to  im m edia te ly re spond  to  
foreseen  situa tions. Tra ffic b locking, quaran tine , p rocess te rm ina tion , and  sim ila r functions 
kick in  a t p re -de fined  th resholds to  ensure  tha t the  EHS Insigh t p la tform  can  protect itse lf 
aga inst a  wide  varie ty of undesirab le  situa tions. 

The  power beh ind  our ab ility to  de tect and  re spond  to  anom alie s is our 24x7x365 
m onitoring program  and  extensive  logging. Our system s cap ture  and  store  logs tha t 
include  a ll the  technologies tha t com prise  our p roducts. At the  applica tion  laye r, a ll logins, 
page  views, m odifica tions, and  o the r access to  EHS Insigh t instances a re  a lso  logged . In  the  
in frastructu re  back-end , we  log au thentica tion  a ttem pts, horizonta l and  ve rtica l pe rm ission  
changes, in frastructure  hea lth , and  requests pe rform ed am ong m any othe r com m ands 
and  transactions. Logs and  events a re  m onitored  in  rea l tim e  and  events a re  e sca la ted  
im m edia te ly a t any hour of the  day to  deve lope rs, security p rofessiona ls, and  enginee rs to  
take  appropria te  action . 

In frastructu re  Access 
Entire  ca tegorie s of poten tia l security events a re  p revented  with  a  stringent, consisten t, 
and  we ll-de signed  acce ss contro l m ode l. Along those  lines, access to  EHS Insigh t 
p roduction  system s is strictly contro lled . Em ployees a re  gran ted  access to  re sources and  
asse ts based  on  the ir jobs, using a  ro le -based  access contro l m ode l. More  in form ation  
about our RBAC m ode l across the  com pany is ava ilab le  in  Custom er Data  Protection  
section  be low. 

For access to  in frastructure  tools, se rve rs, and  sim ila r se rvices, access is m in im ized  to  on ly 
the  ind ividua ls whose  jobs require  it. For em ergency acce ss necessary in  ce rta in  situa tions, 
our pe rsonne l use  a  Just-In-Tim e-Access (JITA) m ode l in  which  ce rta in  em ployees can  
request access to  ce rta in  privileged  functions for a  lim ited  dura tion . The  request is logged  
and  logs a re  continuously m onitored  for susp icious requests. Access to  the  privileged  
function  is gran ted , and  the  pe rson  can  go about h is or he r work. 
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Additiona lly, d irect ne twork connections to  p roduct in frastructure  devices ove r SSH or 
sim ila r p rotocols is p roh ib ited , and  enginee rs a re  required  to  au then tica te  first th rough  a  
bastion  host or "jum p box" be fore  accessing QA or p roduction  environm ents. 

Applica tion  Protection  
Web Applica tion  Defenses 
As part of its com m itm ent to  p rotecting custom er da ta  and  website s, EHS Insigh t u tilizes an  
industry recognized  Web Applica tion  Firewa ll (WAF). The  WAF autom atica lly iden tifie s and  
protects aga inst a ttacks a im ed a t EHS Insigh t p roducts and  se rvices. The  WAF protects 
p la tform  access (e .g., the  fea tures you  can  access by browsing to  the  EHS Insigh t website , 
in tegra ting with  APIs, or the  endpoin ts used  by the  na tive  applica tions). Additiona lly, a ll 
Custom er Data  hosted  on  the  p la tform  is a lso  au tom atica lly protected . The  ru le s used  to  
de tect and  b lock m alicious tra ffic a re  a ligned  to  the  best practice  gu ide lines docum ented  
by the  Open  Web Applica tion  Security Project (OWASP) in  the  OWASP Top 10 and  sim ila r 
recom m endations. Protections from  Distribu ted  Denia l of Se rvice  (DDoS) a ttacks a re  a lso  
incorpora ted , he lp ing to  ensure  tha t custom er access to  EHS Insigh t p roducts a re  ava ilab le  
continuously. 

The  WAF is configured  with  a  com bina tion  of industry standard  and  custom  ru le s tha t a re  
capable  of au tom atica lly enabling and  d isab ling of appropria te  contro ls to  best p rotect our 
custom ers. These  tools active ly m onitor rea l-tim e  tra ffic a t the  applica tion  laye r with  ab ility 
to  a le rt or deny m alicious behavior based  on  behavior type  and  ra te . 

Deve lopm ent and  Release  Managem ent 
One  of EHS Insigh t’s grea te st advantages is a  rap id ly evolving fea ture  se t, and  we  provide  
constan tly im proved  products th rough  a  m ode rn  continuous de live ry approach  to  software  
deve lopm ent. Code  reviews and  qua lity assurance  a re  pe rform ed on  eve ry line  of code  as it 
is checked  in . Once  approved , code  is au tom atica lly subm itted  to  our continuous 
in tegra tion  environm ent where  com pila tion , packaging and  un it te sting occur. If a ll passes, 
the  new code  can  be  dep loyed  across the  appropria te  tie r. 

All code  dep loym ents crea te  a rch ives of existing production-grade  code  in  case  fa ilu res a re  
de tected  post-dep loym ent. The  dep loying team  m anages notifica tions regard ing the  hea lth  
of the ir app lica tions. If a  fa ilu re  occurs, ro llback is im m edia te ly engaged . As part of the  
continuous dep loym ent m ode l, we  use  extensive  software  ga ting and  tra ffic m anagem ent 
to  contro l fea tures based  on  custom er pre fe rences (priva te  be ta , public be ta , fu ll launch). 
Major fea ture  changes a re  com m unica ted  th rough  in -app  m essages and/or p roduct upda te  
posts. 
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Newly deve loped , bu ilt code  is first dep loyed  to  the  ded ica ted  and  separa te  QA 
environm ent for the  last stage  of te sting be fore  be ing prom oted  to  production . Ne twork-
leve l segm enta tion  prevents unauthorized  and  undesirab le  access be tween  QA and  
production  environm ents. Custom er da ta  is neve r used  in  the  QA environm ent, nor does 
any o the r te sting use  custom er da ta . 

Vulnerability Scann ing, Pene tra tion  Testing, and  Responsib le  Disclosure  
The  EHS Insigh t team  m anages a  m ulti-laye red  approach  to  vu lne rab ility scanning, using a  
varie ty of industry-recognized  tools to  ensure  com prehensive  cove rage  of our technology 
stack. We  pe rform  vulne rab ility scanning and  pene tra tion  te sting activitie s aga inst 
ourse lves on  a  continuous basis. Sta tic code  ana lysis au tom atica lly reviews the  m ost 
curren t code  to  de tect poten tia l security flaws ea rly in  the  deve lopm ent lifecycle . 

Continua lly runn ing scans, adaptive  scann ing inclusion  lists, and  continuously upda ting 
vu lne rab ility signa ture s he lp  us stay ahead  of m any security th rea ts. To ge t a  second  
op in ion  about our ab ility to  iden tify and  re spond  to  security risks, we  bring in  industry-
recognized  th ird  partie s to  pe rform  annua l pene tra tion  and  web  applica tion  te sts. The  goa l 
of these  program s is to  ite ra tive ly iden tify flaws tha t p resen t security risk and  rap id ly 
address any issues. Pene tra tion  tests a re  pe rform ed aga inst the  applica tion  laye rs and  
ne twork laye rs of our technology stack, and  pene tra tion  te ste rs a re  given  in te rna l access to  
the  product and/or corpora te  ne tworks in  orde r to  m axim ize  the  kinds of poten tia l vectors 
tha t should  be  eva lua ted . 

In  addition  to  in te rna l vu lne rab ility scanning and  independent pene tra tion  te sting, Sta rTex 
Software  m anages a  bug bounty program . Independent security re searche rs a re  invited  to  
participa te  in  iden tifying security flaws in  EHS Insigh t and  a re  rewarded  for the ir 
subm issions. Security com m unity m em bers and  custom ers a re  we lcom e  to  pe rform  
security te sting aga inst tria l site s. In form ation  about the  Responsib le  Disclosure  is ava ilab le  
a t h ttps:/ /www.ehsinsigh t.com /re sponsib le -d isclosure .  

Custom er Data  Protection  
Confidentia l In form ation  in  EHS Insight 
EHS Insigh t is a  com prehensive  environm enta l, hea lth  and  sa fe ty so lu tion  p la tform . The  
in form ation  collected  in  our p roduct is da ta  ga the red  th rough  custom er end  use r 
in te raction . This often  includes sensitive  in form ation . Although  our custom ers a re  in  
contro l of wha t da ta  will be  collected , we  trea t the  Custom er Data  as p riva te  and  take  
precau tions to  appropria te ly protect it. 

https://www.ehsinsight.com/responsible-disclosure
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Cred it Card  In form ation  Protection   
Many EHS Insigh t custom ers pay for the  se rvice  by cred it ca rd . EHS Insigh t does not store , 
p rocess or collect cred it ca rd  in form ation  subm itted  to  us by custom ers. We  leve rage  
trusted  and  PCI-com plian t paym ent vendors to  ensure  tha t custom ers’ cred it ca rd  
in form ation  is p rocessed  secure ly and  accord ing to  appropria te  regula tion  and  industry 
standards.  

Encryp tion  In -Transit and  At-Rest 
All in te ractions with  EHS Insigh t (e .g., API ca lls, login , au then tica ted  sessions to  the  
custom er's instance , e tc.) a re  encrypted  in -transit with  a t least TLS 1.2 includ ing 2048-b it 
keys or be tte r.  

EHS Insigh t leve rages seve ra l technologies to  ensure  stored  da ta  is encrypted  a t re st. The  
physica l and  virtua lized  hard  drives used  by EHS Insigh t p roduct se rve r instances as we ll a s 
long-te rm  storage  solu tions like  AWS S3 use  AES-256 encryption . Additiona lly, ce rta in  
da tabases or fie ld -leve l in form ation  is encrypted  a t re st. For instance , use r passwords a re  
hashed . 

Encryption  keys for both  in -transit and  a t-re st encryption  a re  secure ly m anaged  by the  EHS 
Insigh t p la tform . TLS priva te  keys for in -transit encryption  a re  m anaged  th rough  our 
conten t de live ry partne r. Volum e  and  fie ld-leve l encryption  keys for a t-re st encryption  a re  
stored  in  a  hardened  Key Managem ent System  (KMS). Keys a re  ro ta ted , and  the  frequency 
varie s by the  type  of key and  the  sensitivity of the  key and  the  da ta  it p ro tects; in  gene ra l, 
TLS ce rtifica te s expire  eve ry two years. 

User Login  Protections 
EHS Insigh t use rs m ay login  to  the ir accounts using bu ilt-in  EHS Insigh t login , or by using 
one  of the  m any supported  Single  Sign  On provide rs. The  bu ilt-in  login  enforce s a  un iform  
password  policy which  require s a  m in im um  of 8 characte rs and  include  a t least 1 specia l 
characte r, a t least 1 num ber, and  a  com bina tion  of lower- and  upper-case  le tte rs.  

Custom ers who use  a  Single  Sign  On (SSO) provide r can  se t up  SSO-based  login  for the ir 
use rs. Depending on  the ir iden tity p rovide r, custom ers m ay have  m any options to  contro l 
password  com plexity and  reuse , a s we ll a s IP re strictions. 

User and  API Authoriza tion  
Custom ers can  assign  fine ly gra ined  pe rm issions for the ir accounts and  lim it access to  the ir 
da ta  fea tures. For m ore  in form ation  about use r ro le s, p lease  see  the  EHS Insigh t 
Knowledge  Base . Applica tion  program m ing in te rface  (API) access is enabled  th rough  an  API 
key au thoriza tion . Custom ers have  API keys for read-only access and  fu ll access. 

https://support.ehsinsight.com/
https://support.ehsinsight.com/
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EHS Insight Em ployee  Access 
EHS Insigh t contro ls ind ividua l acce ss to  da ta  with in  its p roduction  and  corpora te  
environm ent. A ve ry sm all subse t of our em ployees a re  gran ted  access to  p roduction  da ta  
based  on  the ir ro le  in  the  com pany th rough  ro le  based  access contro ls (RBAC) or on  an  as-
needed  basis re fe rred  to  as JITA (just in  tim e  access). 

The  Product Deve lopm ent team  m em bers a re  not gran ted  access to  p roduction  
environm ents.  

m ay be  gran ted  access to  various production  system s, as a  function  of the ir ro le . Com m on 
access needs include  a le rt re sponses and  trouble shooting, as we ll a s to  ana lyze  
in form ation  for p roduct investm ent decisions a s we ll a s p roduct support. Access to  the  
product in frastructure  is lim ited  by ne twork access and  use r au then tica tion  and  
au thoriza tion  contro ls. Access to  ne tworking functions is strictly lim ited  to  ind ividua ls 
whose  jobs require  tha t access, and  access is reviewed on  a  continua l basis. 

Custom er Success, support, and  o the r custom er engagem ent sta ff with  a  need-to-know 
m ay request just in  tim e  access to  custom er porta ls on  a  tim e-lim ited  basis. However, our 
norm al p rocedure  is to  request our custom ers to  invite  the  support sta ff in to  the ir 
instance , so  they m ay m anage  access on  the ir own. Requests for access a re  lim ited  to  the ir 
work re sponsib ilitie s a ssocia ted  with  supporting and  se rvicing our custom ers. The  requests 
a re  lim ited  to  just-in -tim e  access to  a  specific custom er's porta l. All access requests, logins, 
que rie s, page  views and  sim ila r in form ation  a re  logged . 

All em ployee  access to  both  corpora te  and  product re sources is sub ject to  da ily au tom ated  
review and  a t least sem i-annua l m anua l rece rtifica tion  to  ensure  the  gran ted  au thoriza tion  
is appropria te  for an  em ployee ’s ro le  and  job  needs. 

Privacy 
The  privacy of our custom ers’ da ta  is one  of our p rim ary conside ra tions. As described  in  
our Privacy Policy, we  neve r se ll your Pe rsona l da ta  to  any th ird  partie s. The  protections 
described  in  th is docum ent and  o the r p rotections tha t we  have  been  im plem ented  a re  
designed  to  ensure  tha t your da ta  stays priva te  and  una lte red . EHS Insigh t is de signed  and  
bu ilt with  custom er needs and  privacy conside ra tions in  the  fore fron t. Our privacy program  
incorpora te s best p ractices and  regula tory requirem ents. 

Along those  lines, EHS Insigh t is ce rtified  under the  EU-US and  Swiss-US Privacy Sh ie ld  
Fram eworks. More  in form ation  about our ce rtifica tion  is ava ilab le  on  the  Privacy Sh ie ld  
site . 

https://www.privacyshield.gov/participant?id=a2zt00000008X9IAAU&status=Active
https://www.privacyshield.gov/participant?id=a2zt00000008X9IAAU&status=Active
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Data  Re ten tion  Policy 
Custom er da ta  is re ta ined  for as long as you  rem ain  an  active  custom er. The  EHS Insigh t 
p la tform  provides active  custom ers with  the  tools to  de le te  the ir da ta , a s they see  fit. 
Form er custom ers’ da ta  is rem oved  from  live  da tabases upon  a  custom er’s written  request 
or a fte r an  e stab lished  pe riod  fo llowing the  te rm ina tion  of the  custom er agreem ents. 
Form er paying custom ers’ da ta  is purged  90 days a fte r custom er re la tionsh ips a re  
te rm ina ted . In form ation  stored  in  rep licas, snapshots, and  backups is not active ly purged  
bu t instead  na tura lly ages itse lf from  the  repositorie s as the  da ta  lifecycle  occurs, which  
a lso  takes about 90 days. EHS Insigh t re ta ins ce rta in  da ta  like  logs and  re la ted  m e tada ta  in  
orde r to  address security, com pliance , or sta tu tory needs. 

Privacy Program  Managem ent 
The  EHS Insigh t team  collabora te s to  ensure  an  e ffective  and  consisten tly im plem ented  
privacy program . Inform ation  about our com m itm ent to  the  privacy of your da ta  is  
described  in  grea te r de ta il in  our Privacy Policy and  the  Data  Processing Agreem ent 
ava ilab le  on  our GDPR site . 

Business Continu ity and  Disaste r Recovery 
EHS Insigh t m ain ta ins business con tinu ity and  d isaste r recovery p lans focusing both  on  
preventing ou tage  th rough  redundancy of te lecom m unica tions, system s and  business 
ope ra tions, and  on  rap id  recovery stra tegie s in  the  event of an  ava ilab ility or pe rform ance  
issue . Whenever custom er-im pacting situa tions occur, our goa l is to  qu ickly and  
transparen tly iso la te  and  address the  issue . Iden tified  issues a re  pub lished  on  the  EHS 
Insigh t sta tus site  and  a re  subsequently upda ted  un til the  issue  is re solved .  

Backup  Stra tegy 
EHS Insigh t ensures da ta  is rep lica ted  and  backed  up  in  m ultip le  durab le  da ta -stores. The  
re ten tion  pe riod  of backups depends on  the  na ture  of the  da ta . Da ta  is a lso  rep lica ted  
across ava ilab ility zones and  in frastructure  loca tions/provide rs in  orde r to  p rovide  fau lt-
to le rance  as we ll as sca lab ility and  re sponsive  recovery, when  necessary. 

Custom er (production) da ta  is backed  up  leve raging m ultip le  on line  rep licas of da ta  for 
im m edia te  da ta  p rotection . Production  da tabases a re  fu lly backed  up  eve ryday and  
increm enta lly eve ry 15 m inutes. Three  copies of each  backup  file  a re  m ain ta ined : 

1. On the  instance ,  
2. with in  the  VPC, and  
3. with in  anothe r p rovide r’s ne twork. 

A m in im um  of th irty days’ worth  of backups a re  kep t for any da tabase  in  a  way tha t 
ensures re stora tion  can  occur easily. Snapshots a re  taken and  stored  to  a  secondary 

https://www.ehsinsight.com/privacy
https://www.ehsinsight.com/gdpr
https://status.ehsinsight.com/
https://status.ehsinsight.com/
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se rvice  no  le ss often  than  da ily and  where  practicab le , rea l tim e  rep lica tion  is used . All 
p roduction  da ta  se ts a re  stored  on  a  d istribu ted  file  storage  facility such  as Am azon’s S3. 

Because  we  leve rage  priva te  cloud  se rvices for hosting, backup  and  recovery, EHS Insigh t 
does not im plem ent physica l in fra structure  or physica l storage  m edia  with in  its p roducts. 
EHS Insigh t does a lso  not gene ra lly produce  or use  o the r kinds of hard  copy m ed ia  (e .g., 
pape r, tape , e tc.) a s part of m aking our se rvices ava ilab le  to  custom ers. 

By de fau lt, a ll backups a re  p rotected  th rough  access contro l re strictions on  our p roduction  
in frastructu re  ne tworks, access con tro l lists on  the  file  system s storing the  backup  file s 
and/or th rough  da tabase  security p rotections. 

For custom ers who would  add itiona lly like  to  back up  the ir da ta , the  EHS Insigh t p la tform  
provides m any ways of m aking sure  you  have  what you  need . Many of the  fea tures with in  
your instance  conta in  export fea tures, and  the  EHS Insigh t lib ra ry of APIs can  be  used  to  
synchron ize  your da ta  with  o the r system s. For the  de ta ils about backing up  your da ta , 
p lease  check ou t our Knowledge  Base  a rticle  about exporting your conten t. 

Sta rTex Software  Corpora te  Security 
Em ployee  Authentica tion  and  Authoriza tion  
Sta rTex Software  enforces an  industry-standa rd  corpora te  password  policy. Tha t policy 
require s changing passwords a t least eve ry 90 days. It a lso  require s a  m in im um  password  
length  of 8 characte rs and  com plexity requirem ents includ ing specia l characte rs, uppe r- 
and  lower-case  characte rs, and  num bers. Sta rTex Software  prohib its account and  
password  sharing by m ultip le  em ployees. Additiona lly, p roduction  in frastructure  access 
require s m ulti-factor au then tica tion  or a re  p rotected  by single -sign  on  solu tions tha t 
enforce  m ulti-factor au then tica tion . 

Access Managem ent 
Sta rTex Software  has regim ented  and  au tom ated  au thentica tion  and  au thoriza tion  
procedures for em ployee  access to  Sta rTex Software  system s. All access is logged . Most 
frequently, access is gran ted  based  on  a  ro le -based  acce ss contro l m ode l. Just in  tim e  
access is bu ilt in to  au tom ated  procedures a round  a  se t of rigorous au thoriza tion  
m echanism s. 

Background  Checks 
Sta rTex Software  em ployees unde rgo an  extensive  3rd  party background  check prior to  
beginn ing em ploym ent with  us, whereve r loca l regula tions and  em ploym ent standards 
a llow. In  pa rticu la r, em ploym ent, educa tion , and  crim ina l checks a re  pe rform ed for 
poten tia l em ployees. Refe rence  ve rifica tion  is pe rform ed a t the  h iring m anage r's 

https://support.ehsinsight.com/support/solutions/articles/6000246893-how-do-i-get-all-my-data-
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d iscre tion . All em ployees m ust com ply with  Non-Disclosure  Agreem ents and  Acceptab le  
Use  Policy as part of access to  corpora te  and  production  ne tworks. 

Corpora te  Physica l Security 
Sta rTex Software  adopted  a  100% rem ote  workforce  in  2020. Although  ove r 50% of our 
com pany was a lready rem ote , we  re linquished  our corpora te  office  and  went a ll-in . 
However, we  do u tilize  co-working spaces, which  a re  shared  office  environm ents which  a lso  
fea ture  a  sm all p riva te  space . These  offices a re  secured  in  m ultip le  ways. Security guards 
a re  em ployed  a t loca tion  to  he lp  crea te  a  sa fe  environm ent for em ployees. Door access is 
con tro lled  using RFID tokens tied  to  ind ividua ls, which  a re  au tom atica lly deprovisioned  if 
lost or when  no longer needed  (e .g., em ployee  te rm ina tion). Video surve illance , and  m any 
othe r p rotective  m easures a re  im plem ented  across these  offices includ ing the  priva te  
office  a reas/corridors. 

Vendor and  Supplie r Managem ent 
We m ain ta in  a  vendor m anagem ent p rogram  to  ensure  tha t appropria te  security and  
privacy con tro ls a re  in  p lace . The  program  includes inventorying, tracking, and  reviewing 
the  security p rogram s of the  vendors who support EHS Insigh t. 

Appropria te  sa feguards a re  assessed  re la tive  to  the  se rvice  be ing provided  and  the  type  of 
da ta  be ing exchanged . Ongoing com pliance  with  expected  protections is m anaged  as part 
of our contractua l re la tionsh ip  with  them .  

Security Awareness and  Security Policies 
To he lp  keep  a ll our enginee ring, support, and  o the r em ployees on  the  sam e  page  with  
regard  to  protecting your da ta , we  deve loped  and  m ain ta in  an  Inform ation  Security Policy. 
The  policy cove rs da ta  hand ling requirem ents, p rivacy conside ra tions, and  re sponses to  
vio la tions, am ong m any othe r top ics. 

With  th is po licy and  the  m yriad  protections and  standards in  p lace , we  a lso  ensure  
em ployees a re  we ll-tra ined  for the ir ro le s. Multip le  leve ls of security tra in ing a re  p rovided  
to  em ployees, based  on  the ir ro le s and  re su lting acce ss. Genera l security awareness 
tra in ing is o ffe red  to  a ll new em ployees and  covers security requirem ents of our policie s 
and  system s. Afte r in itia l tra in ing, d iffe ren t tra in ing tracks a re  ava ilab le  based  on  an  
em ployee 's ro le . Deve lope r-specific tra in ing is p rovided  by and  ta ilored  to  our enginee ring 
team s.  

Incident Managem ent 
EHS Insigh t im plem ents 24x7x365 coverage  to  re spond  qu ickly to  a ll security and  privacy 
events. Our rap id  inciden t re sponse  program  is re sponsive  and  repea tab le . Pre -de fined  
inciden t types, based  on  h istorica l trending, a re  crea ted  in  orde r to  facilita te  tim e ly inciden t 
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tracking, consisten t task assignm ent, e sca la tion , and  com m unica tion . Many au tom ated  
processes feed  in to  the  inciden t re sponse  process, includ ing m alicious activity or anom aly 
a le rts, vendor a le rts, custom er requests, p rivacy events, and  o the rs. 

In  re spond ing to  any inciden t, we  first de te rm ine  the  exposure  of the  in form ation  and  
de te rm ine  the  source  of the  security p rob lem , if possib le . We  com m unica te  back to  the  
custom er (and  any o the r a ffected  custom ers) via  em ail or phone  (if em ail is not sufficien t). 
We  provide  pe riod ic upda tes as needed  to  ensure  appropria te  re solu tion  of the  inciden t. 

Our Chie f Technology Office r reviews a ll re levant security-re la ted  inciden ts, e ithe r 
suspected  or p roven , and  we  coord ina te  with  a ffected  custom ers using the  m ost 
appropria te  m eans, depending on  the  na ture  of the  inciden t. 

Product Security Fea tures 
Sta rTex Software ’s security p rogram  is designed  to  protect EHS Insigh t and  Custom er Data  
en trusted  to  us. We  take  advantage  of com m on applica tion  deve lopm ent security best 
p ractices as we ll a s in frastructure  security and  h igh  ava ilab ility configura tions. 

We  work ha rd  to  m ain ta in  the  privacy of da ta  you  en trust with  us. Da ta  you  store  in  EHS 
Insigh t is yours. We  put our security p rogram  in  p lace  to  protect it and  use  it on ly to  
p rovide  the  se rvice  to  you . We  neve r share  your da ta  across custom ers and  neve r se ll it. 

EHS Insigh t in frastructu re  is hosted  in  Am azon Web Se rvices and  Google  Cloud  Pla tform . 
Our hosting stra tegy enables add itiona l redundancy capabilitie s, a rch itecture  flexib ility, and  
in frastructu re  re sponsiveness. Our dep loym ent p rocesses leve rage  ne twork security, 
se rve r security, and  ava ilab ility fea tures described  above . 

EHS Insigh t leve rages the  protections of a  world -cla ss Web Applica tion  Firewa ll (WAF). By 
de fau lt, your instance  is  p rotected  from  sta te -of-the -a rt Distribu ted  Denia l of Se rvice  
(DDoS) and  o the r web  applica tion  a ttacks. When security events occur, our Security 
Opera tions and  DevOps team s take  im m edia te  action  to  ensure  tha t your da ta  a re  
p rotected  continuously 24x7x365.  

Com pliance  
StarTex Software  m ain ta ins com pliance  with  the  EU-US Privacy Sh ie ld  as m entioned  in  our  
Privacy Policy. The  EHS Insigh t p la tform  a lso  conta ins fea tures tha t enable  our custom ers 
to  easily ach ieve  and  m ain ta in  the ir Genera l Da ta  Processing Regula tion  (GDPR) com pliance  
requirem ents. More  in form ation  about p rivacy com pliance  and  EHS Insigh t a re  ava ilab le  in  
our GPDR com pliance  conten t and  the  DPA loca ted  the re . 

https://www.ehsinsight.com/privacy
https://www.ehsinsight.com/privacy
https://www.ehsinsight.com/gdpr
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EHS Insigh t is hosted  with in  world-class cloud  in frastructu re  provide rs Am azon Web 
Se rvices and  Google  Cloud  Pla tform . EHS Insigh t in fra structure  provide rs a re  SOC 2 Type  II 
and  ISO 27001 ce rtified  and  m ain ta in  facilitie s secured  aga inst e lectron ic and  physica l 
in trusion . 

Docum ent Scope  and  Use  
StarTex Software  va lues transparency in  the  ways we  provide  solu tions to  our custom ers. 
This docum ent is designed  with  tha t transparency in  m ind . We  a re  continuously im proving 
the  protections tha t have  been  im plem ented  and , a long those  line s, the  in form ation  and  
da ta  in  th is docum ent (includ ing any re la ted  com m unica tions) a re  not in tended  to  crea te  a  
b ind ing or contractua l ob liga tion  be tween  Sta rTex Software  and  any partie s, or to  am end, 
a lte r or revise  any existing agreem ents be tween  the  partie s. 

https://aws.amazon.com/compliance/
https://aws.amazon.com/compliance/
https://cloud.google.com/security/compliance
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